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1. Introduction

Artificial intelligence systems are increasingly embedded in socio-technical infrastructures spanning
transport, healthcare, public administration, finance, and defence. As these systems grow more autonomous,
adaptive, and scalable, the regulatory environment governing their development and deployment has
expanded in both scope and complexity. This literature review examines the current state of knowledge
regarding privacy and cybersecurity issues arising from the development of Al-powered dual-use systems,
systems developed for civilian markets that may also be deployed in military or security contexts.

The review is structured as follows. Section 2 introduces Al systems and their development lifecycle as
defined by EU and international standards. Section 3 surveys the regulatory landscape applicable to dual-use
Al systems, covering EU-level legislation, national frameworks, defence-specific governance instruments, and
international humanitarian law. Section 4 examines the Al Act's risk classification scheme as it applies to dual-
use contexts. Section 5 reviews current practices in regulatory compliance, including recent EU and NATO
policy guidance and emerging case law from the Court of Justice of the European Union (CJEU). Section 6
surveys the state of the art in automating regulatory compliance, with particular attention to ontology-based
approaches. Section 7 provides a dedicated synthesis of privacy and cybersecurity issues that cut across the
preceding sections. Section 8 concludes with a summary of identified gaps and directions for future research.

This review draws upon and extends the analysis presented in Sabaliauskaite et al. (2026), supplemented
by additional sources from the regulatory, policy, and technical literature.

The evidence base was extended through a structured supplementary search of the Web of Science Core
Collection, covering publications indexed for 2025 and 2026. Three Boolean queries were run: the first
targeted ontology and knowledge-graph work on regulatory compliance for Al and dual-use systems; the
second targeted privacy-by-design and security-by-design work on Al governance; the third targeted SHACL,
SPARQL, RDF, and OWL work on legal and regulatory requirements.

Primary search: TS=(("ontology" OR "knowledge graph" OR "semantic web") AND ("regulatory
compliance"” OR "Al Act" OR "GDPR" OR "NIS2" OR "cybersecurity") AND ("dual-use" OR "artificial
intelligence" OR "Al system")) AND PY=(2025 OR 2026). Result: 20 records.

Supplementary search 1: TS=(("privacy by design" OR "security by design") AND ("artificial intelligence"
OR "AlI" OR "machine learning") AND ("compliance" OR "regulation" OR "governance")) AND PY=(2025 OR
2026). Result: 42 records.

Supplementary search 2: TS=(("SHACL" OR "SPARQL" OR "RDF" OR "OWL") AND ("compliance" OR
"regulatory"” OR "legal requirements")) AND PY=(2025 OR 2026). Result: 53 records.

After removing 2 overlapping records, 110 unique entries remained. These were triaged by title and
abstract into directly relevant, tangentially relevant, and out-of-scope categories. A large share of the third
query's results were false positives, where the search terms matched unrelated domains: RDF as refuse-
derived fuel or radial distribution function, OWL as an avian species, and SHACL or SPARQL in building
information modelling. These were excluded. Twenty-four publications were classified as directly relevant;
they are integrated into the relevant sections below, and the full retrieved corpus is listed in the
supplementary search bibliography. One of the twenty-four, Topalli and Badii (2025), is already cited in the
main review.

2. Al systems and the development lifecycle

The European Commission's 2025 Guidelines define an Al system as a machine-based system designed
to operate with varying degrees of autonomy, potentially exhibiting adaptiveness after deployment, and
capable of generating outputs such as predictions, content, recommendations, or decisions that influence
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physical or virtual environments (European Commission, 2025a). This definition encompasses seven core
elements: machine-based architecture (hardware and software), autonomy from human involvement,
adaptiveness through self-learning, explicit or implicit objectives, output generation from inputs, the capacity
to influence environments, and active interaction with those environments.

The development lifecycle of Al systems, as specified by ISO/IEC 22989 (ISO/IEC, 2022), comprises seven
phases: inception, design and development, verification and validation, deployment, operation and
monitoring, re-evaluation, and retirement. These are commonly grouped into a pre-deployment ("building")
phase (stages 1-3) and a post-deployment ("use") phase (stages 4-7) (European Commission, 2025a). This
lifecycle decomposition is significant for regulatory compliance because different obligations attach to
different phases, privacy-by-design obligations, for instance, principally govern the design and development
phase, while operational cybersecurity obligations apply to deployment and maintenance.

Al systems are frequently integrated into broader software ecosystems with comparable lifecycle models
encompassing requirements analysis, system design, development and implementation, testing,
deployment, maintenance, and decommissioning (ENISA, 2019). Understanding this lifecycle structure is
essential for mapping regulatory requirements to concrete engineering decisions, particularly in dual-use
contexts where civilian and defence deployments may diverge at the operational phase while sharing a
common design foundation.

3. The regulatory landscape for dual-use Al systems
3.1 EU-level regulation

The EU's digital regulatory ecosystem has expanded rapidly in recent years, creating a complex web of
overlapping obligations for developers and deployers of Al systems.

The Al Act. Adopted in June 2024, the EU Al Act (European Commission, 2024a) is the first
comprehensive regulatory framework for Al globally. It imposes obligations on Al providers and deployers
categorised by risk level: unacceptable risk, high risk, limited risk, and minimal risk. For high-risk systems,
obligations include risk management systems (Art. 9), data governance measures (Art. 10), technical
documentation (Art. 11), logging capabilities (Art. 12), transparency and information provision (Art. 13),
human oversight (Art. 14), and accuracy, robustness, and cybersecurity requirements (Art. 15). Art. 2(3)
excludes Al systems used exclusively for military, defence, or national security purposes, a narrow
exemption whose implications for dual-use systems are discussed in Section 4.

GDPR. The General Data Protection Regulation (European Commission, 2016a) applies whenever an Al
system processes personal data wholly or partly by automated means, which effectively encompasses most
Al systems. GDPR establishes principles of data minimisation and storage limitation, requires a Data
Protection Impact Assessment (DPIA) for processing likely to pose high risks to individuals (Art. 35), mandates
data protection by design and by default (Art. 25), and imposes security-of-processing obligations (Art. 32).
Like the Al Act, GDPR contains exclusions for common foreign and security policy (Art. 2(2)(b)) and for law
enforcement processing (Art. 2(2)(d)), the latter being governed instead by the Law Enforcement Directive
(European Commission, 2016b).

NIS2 Directive. The NIS2 Directive (European Commission, 2022a) strengthens EU cyber resilience by
imposing management and technical cybersecurity requirements on critical infrastructure entities operating
in designated sectors. While Al system providers are not always classified as cybersecurity subjects under
NIS2, supply chain obligations may extend compliance requirements to them. NIS2's cybersecurity risk
management measures (Art. 21) are particularly relevant for Al systems that transmit or process sensitive
data.

Cyber Resilience Act (CRA). The CRA (European Commission, 2024b) applies to products with digital
elements made available on the EU market whose intended or foreseeable use involves a logical or physical
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data connection to a device or network (Art. 2(1)). However, products developed exclusively for national
security or defence purposes, or designed to process classified information, are exempt (Art. 2(7)).

Dual Use Regulation. Regulation (EU) 2021/821 (European Commission, 2021a) defines dual-use items
as goods, software, and technology that can serve both civil and military purposes and establishes a Union-
wide framework for controlling their export, brokering, technical assistance, transit, and transfer.

Other relevant instruments. Additional legislative instruments that may affect Al systems depending on
context include the Digital Services Act, the Digital Markets Act, the Directive on Copyright and Related Rights
in the Digital Single Market (European Commission, 2019), and, for the financial sector, the Digital
Operational Resilience Act (DORA) (European Commission, 2022c). The European Parliament (2025) has
examined the interplay between the Al Act and this broader digital legislative framework, highlighting the
cumulative compliance burden that results.

3.2 National legislation

EU directives such as NIS2 require transposition into national law. Lithuania, for example, has transposed
NIS2 through its Cybersecurity Law (Lietuvos Respublikos Seimas, 2024). Member States also frequently
adopt supplementary data protection laws introducing additional requirements beyond GDPR, and establish
their own rules for personal data processed for national security purposes. Lithuania's Law on the Legal
Protection of Personal Data Processed for the Purposes of the Prevention, Investigation, Detection or
Prosecution of Criminal Offences, the Execution of Sentences or National Security or Defence (Lietuvos
Respublikos Seimas, 2011) implements the Law Enforcement Directive while also setting additional rules for
defence and national security data processing, including DPIA obligations (Art. 25).

3.3 Defence governance frameworks

As the EU lacks exclusive competence in defence regulation, frameworks governing Al in this domain are
established at the national level and through alliance-level governance instruments.

NATO policy and governance. NATO's Al Strategy, adopted in 2021 and revised in 2024, emphasises
reliable implementation of Al within NATO structures while adhering to principles of lawfulness,
responsibility, accountability, explainability, traceability, reliability, governability, and bias mitigation (NATO,
2024a). The Data Strategy for the Alliance (NATO, 2025) emphasises the transition to a data-centric
organisation implementing security-by-design and privacy-by-design principles, referencing modern
standards such as STANAG 5636 for semantic interoperability (NATO, 2022). NATO's Digital Transformation
Implementation Strategy (NATO, 2024b) underscores the requirement for interoperability across domains
and the integration of cybersecurity and cyber defence practices into operational environments.

NATO accreditation frameworks. Al-enabled systems deployed in NATO environments are subject to
security accreditation requirements defined by the NATO Information Assurance Policy (NIAP), the NATO
Security Policy (NSP), and the NATO Cyber Defence Policy. These instruments establish mandatory
requirements for encryption, access management, incident reporting, secure data exchange, and personnel
vetting. Compliance in defence contexts is principally achieved through accreditation processes and security
authorisation rather than through conformity assessment under EU market legislation. For dual-use systems,
this creates a layered compliance environment: EU regulatory obligations apply where the system is placed
on the EU market or processes personal data within EU jurisdiction, while NATO accreditation requirements
apply where the system is deployed within Alliance-controlled infrastructures.

International humanitarian law (IHL). The development and applicability of Al technologies in armed
conflict is governed by IHL, principally the four Geneva Conventions of 1949 and their Additional Protocols
(ICRC, 2026a) and customary international humanitarian law (ICRC, 2026b). The International Committee of
the Red Cross (ICRC) has highlighted Al integration in weapon systems, cyber and information operations,
and military decision support systems as areas raising significant legal questions (ICRC, 2023). The ICRC's
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position is that human combatants must retain responsibility for actions in warfare and that Al system design
must ensure IHL compliance from inception (ICRC, 2021).

Fundamental rights. Al development and deployment, including for military purposes, must respect
fundamental rights established in the European Convention on Human Rights (European Court of Human
Rights, 1950), the Charter of Fundamental Rights of the EU (European Commission, 2012), and national
constitutions.

3.4 The compliance matrix for dual-use Al

Taken together, the regulatory landscape requires that prior to development, it is essential to define: (a)
the intended end user, (b) the categories of data the system will process, (c) the system's primary purpose,
and (d) the geographical location of development and deployment. A comprehensive compliance matrix can
then be developed, enabling the identification and resolution of potential regulatory conflicts. Legal
scholarship increasingly recognises that in practice, the exemptions included in regulations such as the GDPR
and Al Act for defence-related processing are rarely clean-cut, given that governments and militaries
frequently rely on private companies to develop Al. Dual-use Al systems may therefore remain subject to
GDPR/LED and the Al Act for non-military use-case scenarios, with only a narrow category of in-house
defence or national security processing being purely exempt (Powell, 2024; Vogiatzoglou, 2024; Juric, 2024).

4. Al Act risk classification in dual-use contexts

The regulatory classification of Al systems under the Al Act depends primarily on intended purpose and
deployment context. Under Article 6, an Al system is classified as high-risk where it is either intended to be
used as a safety component of a product subject to third-party conformity assessment under Union
harmonisation legislation, or listed in Annex Ill. Annex lll categories relevant to surveillance and security
applications include biometric identification and categorisation of natural persons, management and
operation of critical infrastructure, law enforcement, migration and border control, and access to essential
public and private services.

For dual-use systems, classification requires careful distinction between civilian market placement and
defence-only application. A system that detects unauthorised photography attempts without performing
identity recognition may not automatically fall within the biometric identification category, classification
depends on functional scope rather than technological capability alone. Providers must also assess whether
the system falls within the Al Act's list of prohibited practices under Article 5, which includes specific forms
of remote biometric identification in publicly accessible spaces.

The Art. 2(3) exemption for exclusively military, defence, or national security purposes is narrow. Where
a system is placed on the EU market for civilian use, even if technically capable of defence deployment, the
Al Act applies to that civilian deployment. Providers of dual-use systems must therefore design compliance
mechanisms that accommodate both regulated civilian contexts and defence accreditation environments
simultaneously.

The Al Act's standardisation framework is itself a significant challenge. CEN-CENELEC JTC 21 is developing
approximately 35 technical standards to support Al Act implementation (Kilian et al., 2025). The
standardisation landscape is characterised by an overwhelming volume and fragmentation of relevant
standards, high compliance costs, and limited participation of start-ups and SMEs in standardisation
processes (Kilian et al., 2025).

5. Current practices in regulatory compliance

5.1 EU policy guidance
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Several EU policy instruments address the dual-use dimension of Al and emerging technologies. The
Action Plan on Synergies between Civil, Defence and Space Industries (European Commission, 2021b)
promotes the use of dual-use technologies for both commercial and military applications. The Commission's
Roadmap on Critical Technologies for Security and Defence (European Commission, 2022b) defines a
strategic framework for EU technological sovereignty. The European Defence Industrial Strategy (European
Parliament, 2024) promotes integrating civilian innovation into the defence sector.

More recently, the Commission Guidelines on Prohibited Al Practices (European Commission, 2025b)
clarify that unacceptable-risk practices must be removed from Al technologies intended for dissemination in
the EU, whether in civilian or dual-use domains.

A significant policy contribution is the European Policy Centre report arguing that traditional dual-use
classifications are no longer adequate (Kremidas-Courtney, 2025). The report proposes a shift toward "omni-
use by design" in research and innovation frameworks, recognising that advanced technologies increasingly
operate simultaneously across defence, health, industry, and other domains. This analysis is supported by
research exploring Al's dual offensive-defensive role in maritime cybersecurity (Cichocki, 2025) and by recent
work examining safety and cybersecurity under emerging EU legislation through industry use-case
perspectives (Ndiaye et al., 2026).

5.2 CJEU case law

Emerging case law from the CJEU is establishing important precedents for Al systems that process
personal data across civilian and security domains.

In La Quadrature du Net (CJEU Case C-511/18, 2020), the Court ruled that Member States cannot invoke
national security to mandate blanket mass data retention, while establishing a narrow exception permitting
temporary general retention only in the face of a genuine, present, or foreseeable serious threat, subject to
strict time limits and effective judicial or independent review. This ruling constrains the ability of
governments to reclassify civilian Al surveillance tools as national security instruments to bypass EU
regulation.

In Ligue des droits humains (CJEU Case C-817/19, 2022), the Court emphasised that automated
processing systems must employ reliable, non-discriminatory criteria and human review, setting a judicial
standard for the "human oversight" and "human in the loop" requirements that the Al Act subsequently
codified.

In SCHUFA Holding AG (CJEU Case C-634/21, 2023), the Court clarified that organisations providing
automated risk-based scores are subject to the strict requirements of GDPR Article 22, under which
automated decisions with significant effects are generally prohibited unless necessary for a contract or
authorised by law.

In Dun & Bradstreet Austria GmbH (CJEU Case C-203/22, 2025), the Court established that individuals
have a right to know the logic involved in automated decisions, with direct implications for providers of high-
risk dual-use Al systems.

Collectively, these rulings confirm that regardless of the deployment domain, Al-enabled technologies
must not exceed the limits set by the Al Act and GDPR, a position reinforced by both policy documents and
emerging jurisprudence.

5.3 NATO best practices

NATO's strategic documents reflect a significant shift toward Al governance, emphasising responsible Al
certification standards, continuous monitoring of technology trends, and increased cooperation with the EU
on Al safety and accreditation. The NATO Al Strategy requires that all technologies applied in NATO or dual-
use contexts ensure security-by-design principles and confirm compliance with international law before
deployment. The Data Strategy for the Alliance operationalises this through a Data Centric Reference
Architecture and compliance with approved NATO data protection policies. The Digital Transformation



NAUJOS KARTOS
LIETUVA

.t Finansuoja mao

Europos Sajunga .
. Mykolo Romerio
NextGenerationEU universitetas

*
* %

* g x

Implementation Strategy requires that data-driven decision-making across the Alliance possess
interoperability across domains, supported by consistent governance frameworks.

6. Automating regulatory compliance: state of the art
6.1 Persistent challenges

A recent systematic mapping study on requirements engineering for regulatory compliance in software
systems (Kosenkov et al., 2025), reviewing 280 publications, identified numerous persistent challenges: the
abstract nature of regulations, conflicts with existing practices, the need for new expertise, the lack of
established principles and methods, regulatory complexity, resource demands, enforcement difficulties,
evolving system dynamics, overlapping regulatory frameworks, organisational barriers, and regulatory gaps.
Ninety-one per cent of the reviewed publications reported at least one of these challenges. The
interpretation and application of regulatory frameworks remains heavily dependent on specialised legal
expertise (Elahidoost, 2024).

6.2 Generative Al for compliance

Generative Al has been identified as having potential to improve regulatory compliance (Imperial et al.,
2025). However, significant barriers persist: overlapping regulatory frameworks, regulatory gaps, conflicts
with existing practices, questions of liability and accountability regarding misinterpretations or incomplete
outputs, the need for continuous model retraining to track regulatory updates, and the continued
requirement for substantial domain expertise. Current standards and regulations are not yet fully aligned
with GenAl capabilities.

6.3 Ontology-based approaches

The first step toward automating compliance is the abstraction and formal structuring of legal provisions
into machine-interpretable representations (Abualhaija et al., 2025). Ontologies, formal specifications of
conceptualisations that define concepts, relationships, and constraints, provide a rigorous foundation for
this. Their reliance on strict logical formalisms enables automated validation of knowledge consistency and
semantic reasoning to derive new insights, while their abstraction from implementation details supports
interoperability across heterogeneous systems.

Ontology-based Requirements Engineering (ObRE) is emerging as a promising pathway for regulatory
compliance automation (Amaral et al., 2021; Guizzardi et al., 2023). Recent examples include:

Hosseini et al. (2025) proposed an ontological framework for security-by-design of industrial control
systems conforming to IEC 62443.

Hernandez et al. (2024) introduced the Trustworthy Al Requirements (TAIR) ontology, providing a
basis for mapping Al Act concepts and requirements.

Guizzardi et al. (2023) proposed an ontological approach for specifying "ethicality requirements" for
Al systems.

Paskauskas (2025) developed an ontology for 5G network security ensuring compliance with EU
cybersecurity requirements, employing SHACL constraints and logical reasoners such as HermiT.

Orlando & Santoro (2025) proposed a framework integrating natural language processing with
semantic and topic modelling techniques for automated analysis of GDPR enforcement decisions.

Publications indexed in 2025 and 2026 confirm rapid growth in ontology-based regulatory compliance
and extend the examples above. Several research groups have formalised specific regulatory instruments as
machine-readable ontologies.

Castiglione et al. (2025) present NIS20nto, an OWL ontology that translates the NIS2 Directive into an
ontological format for cybersecurity professionals and legal experts, supporting automated compliance
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verification and risk assessment. It complements the EPMwDC framework's treatment of NIS2 requirements
and shows independent convergence on ontology-based approaches to the same instrument.

Turaga et al. (2025) propose CO2 (Co-Compliance Officer), an LLM-based method for generating
knowledge graphs from legal documents, specifically the EU Al Act, using named-entity recognition and
dependency parsing to extract regulatory triplets. It offers an NLP-driven alternative to the expert-driven
ontology engineering used in the EPMwDC framework.

Ahmed et al. (2026) introduce an automated Al Act compliance evaluation method for health data
spaces, using NLP to extract compliance information from system documentation and feed it into a
compliance knowledge graph for automated gap detection.

Oranekwu et al. (2026) present a scalable ontology-driven framework for 10T cybersecurity compliance
that combines SWRL, SPARQL, OWL, LLMs, and retrieval-augmented generation to assess compliance against
NISTIR 8259, with a knowledge graph populated from more than 800 manufacturer privacy-policy instances.

Gallina et al. (2026) propose an ontology-based representation for regulatory compliance-aware system
change management in the automotive domain, using SHACL constraints to validate configurations against
safety and cybersecurity regulations, which shows the applicability of ontology-based compliance beyond
the Al domain.

Corazza et al. (2025) develop a hybrid Al approach for detecting and tracking reporting requests in EU
legislation, converting extracted legal knowledge into RDF knowledge graphs, relevant to the problem of
tracking evolving regulatory obligations.

Schubert et al. (2025) present an ontology-based automation framework for continuous compliance of
airborne software, integrated with Cl/CD environments and storing lifecycle artefacts in a unified knowledge
graph for automated checks.

Montecchiari (2026) validates enterprise architecture principles using SHACL constraints and SPARQL
queries over ontology-based representations of ArchiMate models, with explainable violation reports.

Baimuratov and Turygin (2025) argue for modelling normative regulations in OWL DL rather than SHACL,
on the grounds that OWL DL offers more human-readable syntax, decidable semantics, and the ability to
detect redundant or inconsistent regulations through reasoning. This is a methodological alternative to the
SHACL-based validation used in the EPMwDC framework.

On the technical foundations of semantic validation, three further studies are relevant. Ke (2025)
addresses the efficiency of semantic-aware SHACL validation when implicit information encoded in the
ontology must be considered, relevant to scaling the framework to larger regulatory ontologies. Taugeer et
al. (2026) present an integrated approach to GDPR-compliant data sharing using consent, contracts, and
licences, with SHACL validation for compliance checks and SHACL repairs to fix data inconsistencies
automatically, extending SHACL from validation to remediation. Han (2025) proposes AIRPoC, a blockchain
consensus framework integrating Al legal agents with SPARQL-based inference for real-time GDPR
compliance validation, reporting 88.9% compliance accuracy.

Arelated strand applies ontologies to Al risk management and ethics. Ikhsan (2026) presents an ontology-
driven Al risk management framework using RDF that incorporates fairness, transparency, and accountability
and supports automated querying, compliance tracking, and cross-domain governance, relevant to the
framework's treatment of Al Act requirements. Sharma et al. (2025) propose a modular ethical assessment
framework built on ontological blocks of meaning and integrated with FAIR principles, supporting EU Al Act
compliance. Kioskli et al. (2025) introduce trustSense, a framework and tool for evaluating human-oversight
maturity in Al governance, drawing on trustworthy Al, cybersecurity readiness, and privacy-by-design,
relevant to the human-oversight requirement of Al Act Article 14.

6.4 Limitations of existing frameworks
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The major limitations of currently available ontological frameworks for regulatory compliance are
twofold:

1. Limited scope: existing frameworks typically address single standards or regulations and do not
model the cumulative interaction of multiple overlapping instruments.

2. Insufficient for dual-use: no prior framework explicitly addresses the needs of systems deployable
across civilian and defence domains, where compliance obligations are additive rather than
substitutive and where the governing instruments differ fundamentally in normative status (binding
EU legislation vs. NATO governance and accreditation frameworks).

6.5 Adjacent technical contributions

Several adjacent research streams address technical dimensions relevant to privacy and cybersecurity in
dual-use Al systems:

Semantic interoperability in multi-cloud environments, including federated-fog computing
approaches to mitigate latency and optimise resources for real-time loT applications (Huaranga-
Junco et al.,, 2024; Brabra et al., 2016).

Security architectures for next-generation networks, including the Smart Service-based Security
Architecture (ES3A) for 6G (Duan et al., 2025) and edge-cloud loT frameworks for real-time privacy-
preserving analytics (Xia, 2025).

Decentralised compliance approaches using Blockchain Hyperledger and Federated Learning for
privacy-preserving financial and security compliance (Khan et al., 2025).

Context-aware privacy protection frameworks employing Re-ldentifiability Indices (RIl) for real-time
optimisation of multimedia data privacy within multimodal Al systems (Topalli & Badii, 2025).

Deepfake and biometric security techniques relevant to the integrity of visual monitoring systems
(Pn et al., 2024).

Scene interpretation frameworks using ontology-based context representation for video-based
object tracking (Gomez-Romero et al., 2011).

7. Synthesis: privacy and cybersecurity issues

This section draws together the privacy and cybersecurity threads that run through the preceding
sections, organised around the key issues that developers of dual-use Al surveillance systems must address.

7.1 Privacy issues

Data protection by design and by default. Both EU regulation (GDPR Art. 25) and NATO governance
frameworks require that privacy safeguards be embedded into system architecture from inception. For Al-
powered surveillance systems, this means that image capture design must be governed by data minimisation
principles, the system should capture only what is essential for security verification, avoiding unnecessary
recording of bystander activity or facial features. Retention periods must be defined during the design phase,
not as a post-deployment afterthought.

Data Protection Impact Assessments. DPIA obligations arise under GDPR (Art. 35) for civilian deployments
and under national legislation (e.g., Lithuanian law, Art. 25) for defence-related processing. The DPIA is a
universal entry point for compliance in both domains, even though the legal basis differs. For dual-use
systems, this means DPIAs must be conducted for each intended deployment context.

Data subject rights. In civilian deployments, GDPR mandates rights of access (Art. 15), erasure (Art. 17),
and restriction (Art. 18). Transparency notices are required in deployment locations informing individuals of
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monitoring. In defence contexts, these rights may be limited, but they are not automatically extinguished,
and the scope of any limitation must be legally justified.

Re-identifiability and privacy obfuscation. Recent research has demonstrated that semantic reasoning is
required to distinguish legitimate mobile phone use from actual espionage in monitored environments. The
integration of a Re-Identifiability Index (RIl) can mitigate identity leakage during visual monitoring, ensuring
that only the threat is processed while preserving bystander privacy through adaptive obfuscation (Topalli &
Badii, 2025). This is a technical operationalisation of the privacy-by-design principle.

Breach notification. Personal data breaches must be reported to supervisory authorities within 72 hours
under GDPR (Art. 33), with high-risk breaches requiring communication to affected data subjects (Art. 34). In
defence contexts, incident reporting follows different channels, secure, encrypted communications to NATO
entities, but the underlying obligation to detect and report breaches is common across domains.

GDPR scope exemptions and their limits. While GDPR Art. 2(2) excludes certain processing activities
(common foreign and security policy, law enforcement), the practical applicability of these exemptions for
dual-use systems is narrow. Legal scholarship increasingly recognises that governments' and militaries'
reliance on private-sector Al developers means that most dual-use systems remain subject to GDPR and/or
the Law Enforcement Directive. Only a narrow category of purely in-house defence processing may fall
outside EU data protection law (Powell, 2024; Vogiatzoglou, 2024; Juric, 2024). CJEU case law, particularly La
Quadrature du Net, constrains the ability to invoke national security as a blanket exemption.

Recent work indexed in 2025 and 2026 sharpens the privacy-by-design and GDPR analysis for Al systems
and reinforces the points above. Campillo (2025) examines privacy-by-design as a requirement for police Al,
analysing phases and requirements for users, deployers, and developers under the Police Directive and the
Al Act, directly relevant to the law-enforcement dimension of dual-use deployment. Feretzakis et al. (2025)
analyse the technical and legal obstacles to reconciling large language model design with GDPR, proposing a
four-layer governance framework covering data governance, technical privacy enhancements, continuous
compliance monitoring, and explainability.

Chemlali and Benseddik (2025) examine the relationship between privacy-by-design and Emotion Al
within the GDPR and the Al Act, including CJEU and ECtHR jurisprudence, extending the analysis to affective
computing. Medina (2025) explores regulatory harmonisation between the GDPR and the Al Act in the EU
and Spain, addressing privacy-by-design and the risk of overregulation. Ozparlak and Metin (2025) examine
the role of legal design in Al Act compliance, analysing how human-centred design can strengthen privacy-
by-design, Al literacy, informed consent, and transparency. Korchenko et al. (2026) propose a regulatory and
technical mapping thatimplements GDPR and NIS2 across the lifecycle of environmental data, from reception
and transport through storage, analytics, sharing, and publication, including a DPIA checklist, a lifecycle-
based approach analogous to the EPMwDC methodology.

The context-aware framework of Topalli and Badii (2025), already discussed above, belongs to this
cluster: it integrates a Re-ldentifiability Index to preserve privacy in real time within multimodal Al systems.

7.2 Cybersecurity issues

Security-by-design. Both GDPR (Art. 32) and NIS2 (Art. 21) require that security measures be built into
systems from the outset. For Al surveillance systems, this encompasses encryption architecture, secure
communication protocols for data transmission, hardened firmware, secure boot mechanisms, and access
control frameworks. In NATO contexts, these requirements are supplemented by NIAP and NSP standards
mandating NATO-approved cryptographic modules, physical security requirements, personnel security
clearances, and, in some cases, TEMPEST certification for electromagnetic emissions security.

Operational cybersecurity. Post-deployment cybersecurity obligations include encrypted data
transmission for all communications, access controls restricting data to authorised personnel,
comprehensive audit logging, documented and tested incident response procedures, vulnerability
management, patch deployment processes, and regular security assessments and penetration testing. For
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defence deployments, additional obligations include sharing threat intelligence across NATO entities (per the
NATO Cyber Defence Policy) and deploying detection mechanisms to prevent unauthorised data capture via
non-networked means.

5G network security. Where Al systems rely on 5G for data transmission (as in the remote notification
link to monitoring stations), network-level security becomes a critical concern. Research has demonstrated
the value of ontology-based approaches to 5G security compliance, employing SHACL constraints and logical
reasoners to validate system configurations against regulatory requirements (Paskauskas, 2025). Hybrid
ANN-ISM modelling has been used to identify security interdependencies in 5G network architectures (Khan
et al., 2025).

Divergent security frameworks across domains. A fundamental challenge for dual-use systems is that
security-related requirements are sourced from different regulatory frameworks depending on the
deployment context. Civilian deployments rely on GDPR Art. 32 and NIS2 Art. 21 (commercial encryption
standards such as TLS/AES); defence deployments require NATO-approved cryptography, personnel vetting,
and accreditation under NIAP/NSP. The compliance burden is additive: defence deployments must satisfy all
applicable civilian requirements as well as NATO-specific obligations. This divergence means a single set of
security controls cannot serve both contexts; the system architecture must support configurable security
profiles.

Supply chain cybersecurity. The CRA and NIS2 supply chain obligations may extend cybersecurity
requirements to Al system providers who are not themselves classified as critical infrastructure entities. For
dual-use systems incorporating commercial off-the-shelf components, this introduces additional compliance
layers.

Emerging threats and evolving architectures. The transition to 6G networks, edge-cloud computing, and
federated learning introduces new security considerations. Research on agile service-based security
architectures for 6G (Duan et al., 2025), privacy-preserving edge-cloud loT analytics (Xia, 2025), and
decentralised compliance approaches using blockchain and federated learning (Khan et al., 2025) points to
the evolving technical landscape that compliance frameworks must accommodate.

Two further 2025 studies address cybersecurity compliance and threat intelligence relevant to dual-use
systems. Mpatziakas et al. (2025) present an LLM-based application for simplified cybersecurity compliance
in Industry 4.0, addressing IEC 62443 and related standards for industrial loT, relevant to the security-by-
design dimension. Roothaert et al. (2025) introduce TIDO (Threat Intelligence Decision Ontology), an OWL-
based ontology for capturing decision-making within strict legal and policy frameworks in national
intelligence agencies, validated with competency questions from the Dutch Defence Intelligence and Security
Service, directly relevant to the defence domain.

7.3 Cross-cutting issues

The additive compliance burden. The single most important structural finding for dual-use systems is that
defence compliance adds to civilian obligations rather than replacing them. EU market placement obligations
operate alongside defence accreditation requirements, subject to applicable (but narrow) exemptions. This
cumulative model means that prototype developers must design for the most stringent requirement set and
enable civilian deployment as a subset configuration.

Regulatory fragmentation and interpretative burden. EU regulations, sector-specific standards (e.g., IEC
61508, ISA/IEC 62443), and defence frameworks differ considerably in scope, language, and application level,
creating both regulatory and technical gaps (Ndiaye et al., 2026). Al system developers must navigate
ambiguous interactions among multiple digital laws, in which concepts such as risk, accountability,
transparency, and security are defined differently across instruments. This interpretative burden is
disproportionately heavy for SMEs and start-ups.

The gap between legal norms and technical specifications. A persistent challenge across both the privacy
and cybersecurity domains is translating abstract legal requirements into actionable, system-level
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specifications. Ontology-based approaches offer a pathway to bridge this gap by formalising regulatory
obligations as machine-readable, queryable entities linked to specific system components, lifecycle phases,
and deployment contexts (Sabaliauskaite et al., 2026).

8. Conclusions and identified gaps

This review has surveyed the regulatory, policy, and technical landscape governing privacy and
cybersecurity in Al-powered dual-use surveillance systems. The following gaps and directions for future
research are identified:

1. Integrated multi-requlatory compliance frameworks. Existing ontological approaches typically
address single regulations. Frameworks capable of modelling the cumulative interaction of GDPR,
NIS2, the Al Act, the CRA, and defence governance instruments within a unified knowledge
representation remain underdeveloped.

2. Dual-use compliance methodology. No prior work provides a systematic, validated methodology for
specifying compliance requirements across civilian and defence deployment domains for the same
technology, maintaining traceability between legal obligations and technical system components.

3. Dynamic regulatory tracking. Current compliance representations are largely static. As the Al Act's
implementing standards are developed by CEN-CENELEC JTC 21 and as CJEU case law evolves,
mechanisms for ontology versioning and automated update propagation are needed.

4. Scalable validation. While SHACL constraints and logical reasoners have been demonstrated for
specific domains (e.g., 5G security), their application to comprehensive dual-use compliance
validation at article and paragraph granularity has not been fully explored.

5. Privacy-preserving Al for surveillance. The integration of context-aware privacy frameworks (e.g., Re-
Identifiability Indices) into the design of Al surveillance systems represents a promising but nascent
research direction for operationalising privacy-by-design in dual-use contexts.

6. Empirical validation. Most existing frameworks have been validated through structural queries and
case studies. Validation with legal experts, compliance officers, and certification bodies, and across
multiple dual-use technology types, remains an open need.

The supplementary search for 2025 and 2026 confirms several of the trends identified above and points
to emerging directions.

Convergence on ontology-based compliance. Multiple independent groups are building OWL/RDF
ontologies for regulatory compliance across NIS2, the Al Act, GDPR, loT cybersecurity, and automotive safety.
This validates the framework's foundational approach and shows how fragmented and domain-specific
current efforts remain.

SHACL as a validation mechanism. SHACL is increasingly used not only for structural validation but for
automated compliance checking and automated remediation through SHACL repairs. The efficiency of
semantic-aware SHACL validation remains an open research problem.

LLM-augmented knowledge graph construction. Several studies use LLMs and NLP to speed up
extraction of regulatory knowledge from legal text into ontologies, although reliability, transparency, and
liability concerns persist, consistent with the limitations noted by Imperial et al. (2025).

Lifecycle-based compliance mapping. The approach of mapping regulatory requirements to lifecycle
phases recurs in recent work on environmental data (Korchenko et al., 2026), continuous software
compliance (Schubert et al., 2025), and automotive change management (Gallina et al., 2026).

Privacy-by-design operationalisation. Research continues to move from abstract principles toward
concrete implementations, including context-aware privacy frameworks (Topalli and Badii, 2025),
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governance frameworks for large language models (Feretzakis et al., 2025), and lifecycle data-protection
mappings (Korchenko et al., 2026).

Defence and intelligence domain. The TIDO ontology (Roothaert et al., 2025) is a rare example of
ontology-based decision support in defence intelligence, validated with a national service, complementing
the framework's NATO compliance modelling.

No integrated dual-use framework. Across all results, no 2025 or 2026 publication presents an
integrated ontology-based framework for dual-use Al regulatory compliance spanning both civilian EU
instruments and defence governance, which confirms the novelty of the EPMwDC contribution.

These supplementary findings carry the search's own limitations. The third query returned a high false-
positive rate because of homonymous acronyms (RDF, OWL, SHACL, SPARQL) in unrelated fields. Results are
limited to records indexed in the Web of Science Core Collection at the search date, so preprints and
unindexed work may be absent, and only English-language entries were captured, which may underrepresent
legal scholarship in other EU languages. Some retrieved works are already cited in the main review, such as
Topalli and Badii (2025).

Table 1. Directly relevant publications identified in the supplementary search (2025-2026). An asterisk

marks a work already cited in the main review.

# Authors Title Source Cluster
(Year)
1 Turaga et al. CO2: LLM-Based Ontology-Driven IEEE Access A2.1
(2025) Methodology for KGs and Al Compliance
Checking
2 Ahmed et al. Al Act Compliance in Health Data WorldCIST A2.1
(2026) Spaces: Requirement Modeling and 2025
Architectural Solutions
3 Sharma et al. Ethical Al: Towards Defining a COMPSAC A.2.3
(2025) Collective Evaluation Framework 2025
4 Campillo Privacy by Design as a Requirement Rev. Gen. A2.4
(2025) for Police Artificial Intelligence Derecho Admin.
5 Feretzakis et GDPR and Large Language Models: Future A24
al. (2025) Technical and Legal Obstacles Internet
6 Kioskli et al. trustSense: Measuring Human Computers A.2.3
(2025) Oversight Maturity for Trustworthy Al
7 Chemlali & Privacy-by-Design in Emotion Al: Data Access to A24
Benseddik (2025) | Protection Frameworks and Compliance Justice in Eastern
Strategies Europe
8 Medina Al and Privacy: Regulatory IDP—Internet A24
(2025) Harmonization and Challenges in the EU Law and Politics
and Spain
9 Ozparlak & Designing Trust and Privacy: Legal HCI-CPT A24
Metin (2025) Design in Ensuring Compliance with the 2025
EU Al Act
10 Mpatziakas et Deciphering Standards for IEEE CSR A.2.5
al. (2025) Cybersecurity in Industry 4.0: Advisory Al | 2025
for Cybersecure lloT
11 Korchenko et Multi-Layered Open Data, Differential Sustainability A2.4
al. (2026) Privacy, and Secure Engineering:
Environmental Digital Twins
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12 Topalli & Badii A User-Centric Context-Aware Sensors A2.4
(2025)* Framework for Real-Time Privacy
Protection in Multimodal Al
13 Ke (2025) Enabling Efficient and Semantic- ESWC 2024 A.2.2
Aware Constraint Validation in Satellite
Knowledge Graphs
14 Baimuratov & Representing Normative Regulations LDAC 2025 A2.2
Turygin (2025) in OWL DL for Automated Compliance
Checking
15 Han (2025) AIRPoC: Al-Enhanced Blockchain Electronics A2.2
Consensus Framework for Autonomous
Regulatory Compliance
16 Montecchiari Ontology-Based Validation of Applied A.2.2
(2026) Enterprise Architecture Principles Sciences
17 Oranekwu et Scalable Automation for loT Computers & A2.1
al. (2026) Cybersecurity Compliance: Ontology- Security
Driven Reasoning
18 Taugeer et al. An Integrated Approach to GDPR- Data & A2.2
(2026) Compliant Data Sharing Employing Knowledge
Consent, Contracts, and Licences Engineering
19 Gallina et al. Regulatory Compliance-Aware EuroSPI 2025 A2.1
(2026) System Change Management via an
Ontology-Based Approach
20 Castiglione et Guiding Cybersecurity Compliance: Computers & A2.1
al. (2025) An Ontology for the NIS 2 Directive Security
21 Schubert et An Ontology-Based Automation DASC 2025 A2.1
al. (2025) Framework for Continuous Compliance of
Airborne Software
22 Ikhsan (2026) Al Risk Management for System ESWC 2025 A.2.3
Design: An Ontology-Driven Approach Satellite
23 Corazza et al. Reporting Requests Modelling in EU ICAIL 2025 A2.1
(2025) Legislation with a Hybrid Al Approach
24 Roothaert et TIDO: The Threat Intelligence K-CAP 2025 A.2.5
al. (2025) Decision Ontology
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