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Literature Review: Privacy, GDPR and
Cybersecurity Issues in Cyber Threat
Intelligence Sharing

Prepared for CTI-Balanced reporting to the Innovation Agency

1. Purpose and scope

This literature review supports the CTI-Balanced project requirement for a separate review of literature
concerning privacy, GDPR and cybersecurity issues in the sharing of cyber threat intelligence (CTl). The review
is based on bibliographic materials prepared within the project and on references drawn from project
publications and related submitted work. Its purpose is not to present a full systematic literature review, but
to synthesize the relevant legal, technical and organisational literature into a concise reporting document
suitable for inclusion in the project documentation.

The review focuses on the central problem addressed by CTI-Balanced: how organisations can share
actionable cyber threat information while maintaining compliance with data protection requirements,
preserving confidentiality and integrity, and supporting secure cross-organisational cooperation. In this
context, CTl sharing is treated as both a cybersecurity function and a regulated data-processing activity. The
legal baseline is provided by the GDPR, the NIS2 Directive, DORA, the CER Directive, the Cyber Resilience Act
and related EU cybersecurity instruments (European Parliament and Council of the European Union, 2016,
2022a, 2022b, 2022c, 2024).

The selected literature base also includes work on regulatory compliance engineering, ontology-based
requirements modelling, CTl exchange in regulated sectors, MITRE ATT&CK/NIST mapping, industrial-control-
system security, and semantic integration of hybrid threat intelligence (Avdeenko & Pustovalova, 2016;
Hernandez et al., 2024; Kosenkov et al., 2025; Paskauskas et al., 2026; Rajaméki et al., 2024).

2. CTI sharing as a cybersecurity cooperation mechanism

Cyber threat intelligence sharing is widely understood as a mechanism for improving collective
cybersecurity. It allows organisations to exchange information about incidents, indicators of compromise,
malicious infrastructure, tactics, techniques and procedures, and mitigation measures. In operational terms,
CTlI sharing supports earlier detection, faster response, better prioritisation of security controls and improved
situational awareness across sectors. In the EU regulatory context, this cooperative logic is reinforced by
NIS2, which places strong emphasis on incident handling, vulnerability management, information sharing and
cooperation among competent authorities and regulated entities (European Parliament and Council of the
European Union, 2022a).

The cybersecurity literature also shows that CTl sharing is not merely a technical exchange of indicators.
It depends on common vocabularies, standards, trust relationships, quality controls and governance
mechanisms. The use of structured frameworks such as MITRE ATT&CK and mappings to the NIST
Cybersecurity Framework can support a common interpretation of adversary behaviour and security
functions (Al-Sada et al., 2025; Kwon et al., 2020; National Institute of Standards and Technology, 2024). In
industrial and critical-infrastructure contexts, these issues are reinforced by sector-specific security
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requirements, including IEC 62443 and related security-by-design approaches (ISA/IEC, 2018; Hosseini et al.,
2025).

For CTI-Balanced, this implies that CTl sharing should be treated as a structured, governed process.
Information must be represented in a way that supports machine processing, organisational decision-making,
regulatory accountability and secure interoperability. This is why the project literature points toward
semantic modelling, regulatory mapping and ontology-based approaches as useful mechanisms for aligning
operational cybersecurity requirements with legal obligations (Avdeenko & Pustovalova, 2016; Guizzardi et
al., 2023; Hernandez et al., 2024).

3. Privacy and GDPR issues in CTI sharing

The privacy challenge in CTI sharing arises because threat intelligence frequently contains or is derived
from data that may qualify as personal data. Examples include IP addresses, email addresses, usernames,
device identifiers, hostnames, traffic data, logs, geolocation data, credentials, and incident narratives that
may identify employees, customers, victims or suspected threat actors. Even when the primary purpose is
cybersecurity, the processing and onward sharing of such information may fall within the scope of the GDPR
if an identified or identifiable natural person is involved (European Parliament and Council of the European
Union, 2016).

The literature on GDPR and CTI exchange highlights a basic tension: effective cyber defence often
requires timely information sharing, but data protection law requires lawfulness, fairness, transparency,
purpose limitation, data minimisation, accuracy, storage limitation, integrity and confidentiality. Rajamaki et
al. (2024), for example, address the implications of GDPR and NIS2 for CTl exchange in hospitals, a setting
where cybersecurity incidents may involve sensitive operational systems and potentially identifiable
individuals. This type of sectoral analysis is directly relevant to CTI-Balanced because it shows that CTl sharing
must be designed around both incident-response needs and data-protection safeguards.

A GDPR-aware CTl sharing model, therefore, has to address several questions. First, it must identify the
lawful basis for processing and sharing CTl data, such as legal obligation, legitimate interests, public interest
or, in narrower cases, consent. Second, it must distinguish between information that is necessary for threat
detection and information that creates unnecessary privacy risk. Third, it must define safeguards such as
pseudonymisation, anonymisation, encryption, access restriction and role-based disclosure. Fourth, it must
support breach-notification logic under Articles 33 and 34, including the distinction between notification to
the supervisory authority and notification to data subjects (European Parliament and Council of the European
Union, 2016; European Data Protection Board, 2024).

Recent case law and guidance also reinforce the need for careful data handling in automated or data-
intensive contexts. CJEU decisions concerning automated decision-making, large-scale data retention,
pseudonymisation and administrative fines are relevant because they shape the interpretation of GDPR risk,
identifiability, controller responsibility and liability (Court of Justice of the European Union, 2020, 2023,
2025a, 2025b). For CTl sharing, the practical conclusion is that a privacy-preserving CTI model cannot rely on
informal data exchange alone. It requires a structured representation of data categories, processing
purposes, lawful bases, safeguards, responsible entities and notification pathways.

4. Cybersecurity issues in CTI sharing

The cybersecurity issues associated with CTl sharing concern the confidentiality, integrity, availability and
quality of shared intelligence. CTI may itself be sensitive. If disclosed too widely, it can reveal defensive
capabilities, vulnerable systems, ongoing investigations, indicators monitored by SOCs, or details of critical
infrastructure. At the same time, poor-quality or unverified intelligence can create false positives, misdirect
incident-response resources, or generate unnecessary operational disruption.
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The literature, therefore, supports a controlled-sharing model. Secure communication channels,
authentication, encryption, access control and logging are needed to ensure that CTl is shared only with
authorised participants. Data integrity mechanisms are required so that recipients can trust that indicators,
reports, and mitigation information have not been altered. Governance processes are also necessary to
classify intelligence, manage disclosure levels, validate sources, and decide what can be shared externally.
These requirements align with NIS2, DORA and the CER Directive, all of which emphasize risk management,
resilience, incident reporting and security governance in regulated environments (European Parliament and
Council of the European Union, 2022a, 2022b, 2022c).

Technical interoperability is another major cybersecurity issue. Standards and platforms such as STIX,
TAXII, and MISP are important because they enable CTl to be exchanged in a structured, machine-readable
format. Without common formats, CTl sharing remains slow, inconsistent and difficult to automate. At the
same time, interoperability does not remove the need for privacy and security controls. A balanced CTI-
sharing model must therefore combine standardised formats with access control, minimisation and
regulatory metadata that indicate why the data is shared, under what authority, and subject to which
safeguards.

The Cyber Resilience Act and related EU cybersecurity certification efforts further strengthen the view
that cybersecurity obligations are moving toward lifecycle-based, security-by-design requirements for digital
products and services (European Parliament and Council of the European Union, 2024; European
Commission, 2024). For CTI-Balanced, this supports the need to design CTI sharing as a governed and
auditable process rather than as an ad hoc exchange of technical indicators.

5. Regulatory and compliance context

The regulatory literature shows that CTI sharing sits at the intersection of several legal regimes. GDPR
governs the processing of personal data; NIS2 governs cybersecurity risk management and incident reporting
for essential and important entities; DORA establishes digital operational resilience requirements for the
financial sector; the CER Directive addresses critical-entity resilience; and the Cyber Resilience Act introduces
horizontal cybersecurity requirements for products with digital elements (European Parliament and Council
of the European Union, 2016, 2022a, 2022b, 2022c, 2024).

This overlapping legal environment creates a compliance challenge. A SOC or regulated entity may need
to share incident information quickly for cybersecurity purposes, while also determining whether the
information includes personal data, whether a breach notification obligation has been triggered, which
reporting timeframe applies, which authority must be notified, and which safeguards are required. The issue
is therefore not only whether CTl can be shared, but how the sharing can be documented, justified and
controlled.

Research on regulatory compliance engineering is relevant here because it addresses translating legal
requirements into system requirements and operational controls. Kosenkov et al. (2025) map the
requirements engineering literature on regulatory compliance, while Abualhaija et al. (2025) examine legal
requirements analysis from a regulatory compliance perspective. Ontology-based and semantic approaches
are also relevant because they enable the representation of legal concepts, obligations, actors, safeguards,
and penalties in a structured form (Avdeenko & Pustovalova, 2016; Hernandez et al., 2024; Orlando &
Santoro, 2025).

For CTI-Balanced, this regulatory context justifies a model that links legal sources to operational
cybersecurity concepts. Such a model should be capable of representing regulations, requirements, incident
types, reportable attributes, responsible entities, reporting timeframes, penalties, lawful bases and
safeguards. This aligns with the broader direction of RegTech and automated compliance research, which
increasingly treats compliance as a data- and knowledge-management problem rather than only as a manual
legal review process (El Khoury et al., 2025; Imperial et al., 2025).
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6. Ontology and semantic modelling as a response

The project literature provides strong support for ontology-based modelling as a means of managing the
complexity of CTl sharing under privacy and cybersecurity constraints. Ontologies are useful where several
domains must be connected: law, cybersecurity operations, incident reporting, organisational responsibility,
data protection and technical standards. Rather than leaving these relationships implicit, an ontology can
encode them as classes, properties and queryable relationships.

This approach is consistent with earlier work on ontology-based requirements engineering and
regulatory mapping (Avdeenko & Pustovalova, 2016; Hernandez et al., 2024). It is also consistent with recent
work on ontology-based ethicality and trustworthiness requirements, in which legal and normative concepts
are formalised so they can be inspected, queried, and aligned with system design (Amaral et al., 2021,
Guizzardi et al.,, 2023). In cybersecurity, ontology-based security-by-design work for industrial control
systems further supports the use of semantic structures to organise security requirements across complex
operational environments (Hosseini et al., 2025).

The CTI-Balanced literature base also connects directly to the team’s existing work on semantic
integration and hybrid-threat intelligence. The project publications and submitted papers emphasise the role
of ontological frameworks in correlating cross-domain threat information, linking technical indicators with
regulatory and operational context, and supporting more interpretable threat-intelligence workflows (Bruze
et al., 2026; Paskauskas, 2025; Paskauskas et al., 2026).

In practical terms, ontology-based modelling can support privacy-preserving CTl sharing by making
explicit which requirements apply, which incident types trigger reporting, which attributes may be shared,
which data categories are involved, which responsible entities are accountable, which safeguards are
required, and which timeframes or penalties apply. It can also support SPARQL-based validation and retrieval,
allowing project partners to test whether the model correctly captures reporting chains, lawful bases, breach-
notification pathways and safeguard-based exceptions.

7. Synthesis for CTI-Balanced

The reviewed literature supports four conclusions relevant to CTIl-Balanced.

- First, CTl sharing is a necessary element of collective cybersecurity and resilience, especially in
regulated sectors and critical-infrastructure contexts.

- Second, CTI sharing creates privacy and GDPR risks because shared cyber incident data may
include personal data or information derived from personal data.

- Third, secure CTI sharing requires technical controls, common formats, governance rules, trust
mechanisms and auditability.

- Fourth, ontology-based modelling provides a practical way to connect regulatory obligations with
operational CTl-sharing workflows.

Accordingly, the literature supports the development of a balanced CTI-sharing model that enables
actionable cybersecurity cooperation while respecting GDPR principles, breach-notification requirements,
data minimisation, safeguard implementation and secure exchange. The key contribution for the project is
not simply the compilation of references, but the translation of the literature into a structured compliance
logic: what may be shared, for what purpose, under which legal basis, by whom, using which safeguards,
within which reporting timeframe, and with which liability implications.

8. Conclusion

The CTI-Balanced literature review shows that privacy and cybersecurity cannot be treated as separate
concerns in CTI sharing. CTl exchange is valuable because it improves detection, response and collective
resilience, but it may also involve personal data, sensitive operational information and regulated incident-
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reporting obligations. A credible CTI-sharing model therefore has to balance actionable intelligence with
GDPR compliance, secure data handling, controlled disclosure, and auditability.

The reviewed sources justify the project’s use of a machine-interpretable compliance model. By linking
regulatory instruments, CTl-sharing requirements, incident types, reportable attributes, lawful bases,
safeguards, notification paths and cybersecurity controls, the model provides a practical bridge between the
literature and implementation. This directly supports the Innovation Agency's reporting requirement for a
literature review addressing privacy and cybersecurity issues in CTl sharing.
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Appendix A. Targeted 2025-2026 Web of Science update search

A.1 Purpose of the update search

A targeted update search was conducted in Web of Science to assess whether recent literature from 2025-
2026 materially adds to the CTI-Balanced literature review on privacy, GDPR/data protection issues,
confidentiality, cybersecurity safeguards, and cyber threat intelligence (CTI) sharing.

The purpose of this search was not to conduct a full systematic literature review. Rather, it was used as a
proportionate freshness check to confirm whether the project’s existing literature base remains current and
whether any recent publications should be noted as supplementary evidence.

A.2 Search process
The search was conducted using the Web of Science Query Builder.

Database/platform: Web of Science
Search interface: Query Builder
Date searched: 29 April 2026
Publication years: 2025-2026
Initial results: more than 800 records
Records retained/exported for review: 19 records

Purpose of screening: to identify recent publications relevant to CTI sharing, privacy-preserving exchange,
GDPR/data-protection implications, confidentiality, secure dissemination, trust frameworks, access control,
interoperability, and cybersecurity safeguards.

A.3 Search string
The following Boolean search string was used as the basis for the update search:

TS=(("cyber threat intelligence" OR CTI) AND (sharing OR exchange OR dissemination) AND (privacy OR
GDPR OR "data protection” OR confidentiality OR "personal data"))

The search results were then manually screened to retain articles that were clearly relevant to CTI sharing
and included at least one of the following themes: privacy-preserving exchange, secure CTI dissemination,
confidentiality, trust, access control, federated learning, blockchain/distributed architectures, STIX/TAXII-
compatible sharing, or cybersecurity situational awareness.

A.4 Summary of findings

The targeted update search confirms that recent literature continues to emphasise the same core issues
identified in the main CTI-Balanced literature review. Recent work treats CTI sharing as an important mechanism
for improving cyber situational awareness, incident response, and cross-organisational resilience. However, the
literature also confirms that CTI sharing remains constrained by concerns over privacy, confidentiality, trust,
access control, data ownership, and the possible exposure of sensitive incident-related information.

Several of the recent publications focus on technical mechanisms for privacy-preserving or trusted CTI
sharing. These include blockchain-based approaches, Hyperledger/IPFS-based architectures, federated learning,
automated STIX-compatible dissemination, and access-control mechanisms designed to support controlled
disclosure of threat intelligence. The additional retained records further reinforce the prominence of federated
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and privacy-preserving approaches, including inference-risk mitigation, private set intersection, and cross-
border federated cybersecurity architectures.

Other sources address incentive structures, interoperability, advanced persistent threat datasets, and the
need for secure and scalable CTI-sharing frameworks. Overall, the updated search does not materially change the
conclusions of the main literature review. Instead, it strengthens them. The recent literature reinforces the need
for a balanced CTI-sharing model that enables timely and actionable exchange of cyber threat intelligence while
preserving privacy, confidentiality, data-protection safeguards, and cybersecurity controls.

A.5 Relevance to the CTI-Balanced literature review
The update search supports three conclusions relevant to CTI-Balanced.

First, privacy and confidentiality remain central concerns in CTI sharing. Recent CTI-sharing frameworks
continue to address the risk that shared intelligence may contain sensitive organisational information, personal
data, network identifiers, incident details, or operationally sensitive indicators.

Second, secure and trusted sharing architectures are increasingly important. The recent literature gives
particular attention to federated, decentralised, blockchain-based, and access-controlled architectures that seek
to reduce reliance on centralised CTI repositories and to give data owners greater control over how threat
intelligence is shared.

Third, interoperability remains a practical requirement. Several recent works continue to rely on or refer to
structured CTI formats and exchange mechanisms, including STIX and TAXIIL. This confirms the relevance of
modelling CTI-sharing requirements in a structured and machine-interpretable form, as pursued in the CTI-
Balanced ontology work.

For these reasons, the update search should be treated as supplementary support for the main literature
review rather than as a separate systematic review.
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